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Executive summary

he current consumer electronics market is experiencing unprecedented change—and with that
changes comes great opportunity. Together, Litware and Contoso are ideally poised to take a
market leadership position and deliver quality, consistency, and i ion to their

Increasingly, peopl it eir devices in hand. They are always on and always connected, so
they require more me these devices—more power, more speed, more seamless integration. The
industry challenge remains clear: Understand your customers, anticipate their future requirements, and
deliver above their expectations.

That's why a Litware-Contoso partnership makes sense. No one in the consumer electronics market has
a better understanding than Contoso of its long history of exciting innovation, turbulent disruption, and
remarkable growth. And no one in the majiapngistantly navigates through these changes and
empowers its partners like Contoso. What|

Why Contoso?

Of all the companies that Litware can work with, what makes Contoso different? Four key points,
discussed in more detail below, prove how our partnership would be unique and powerful:
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e @ https://securitycenter.windows.com/dashboard v @ & Search.. ,O v
@ Security operations dashboa.. % | | ]

222 Windows Defender Security Center Machine Search (File, IP, URL, Machine, User) 0 e @& 7?7 0 ©  SecOps@WDATPContosoV...

Security operations
@ Dashboards

Active alerts Active automated investigations
Security operations
4 4 mH Pending action 0
Secure score \ Y Waiting for machine 0
\ 1 L M Running 0
Threat analytics In
. i New In progress Active
L Machines list
~
2
& Alerts queue !
20

@ Automated investigations

Automated investigations statistics

8 Advanced hunting

Q 4 ® 27:27m 4

Q’/) Service health Automated investigations Average time to remediate ©

ié; Settings @ 2 6

Remediated investigations Alerts investigated

18:24h 4 |EE(l) 0.05

Average pending time Hours automated

Machines at risk I\/Ilist Users at risk



e @ https://securitycenter.windows.com/machines

@ Machines list - Windows De...

. Dashboards

Security operations
Secure score

Threat analytics
L1 Machines list
& Alerts queue
@ Automated investigations

8 Advanced hunting

@ Service health

1
i‘}? Settings

L

Windows Defender Security Center

6 mon... v

Machine

Machines list

Machine name

=

cont-mariebell
brigittn-laptop
bob-pc
alice-laptop
desktop-rfnébac
vmdc1
win81fork12v9
pthayerwtest1
win7fork12vov3
win7fork12vov2
cont-rital

anac-pc

eptop

Search (File, IP, URL, Machine, User)

contoso.org

AAD joined

contoso.org

contoso.org

AAD joined

secureconto.com

kurosuke-coins.net

AAD joined

kurosuke-coins.net

kurosuke-coins.net

contoso.org

contoso.org

contoso.org

Risk level ©

No known risks

No known risks

No known risks

No known risks

No known risks

No known risks

No known risks

No known risks

Medium

Medium

Medium

Medium

Medium

[ Customize columns v

Windows 10

Windows 10

Windows 10

Windows 10

Windows 10

Windows Server 2016

Windows8Blue

Windows 10

Windows7

Windows7

Windows 10

Windows 10

Windows 10

v @ ¢ Search..

Health state

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Last sex

8/18A

12/¢

12/¢

12/¢

7712

9/24

12/€

9/1¢

1N

10/1

9/6/

1172

12/SW

>

Export 30 items per page

Filters

Risk level

oo

OS platform

godooogdoogod

Health state

]
-
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e @ https.//securitycenter.windows.com/_machine/bbe89079e76f1de3d965a03b955ca3202ec8e2b6

@ Machine - Windows Defend...

L

Windows Defender Security Center Machine

Search (File, IP, URL, Machine, User)

2 Machines > 2 emmab-laptop

Dashboards R Logged on users

2,

emmab-laptop

Security operations ]
Actions ~/

Interactive @ [0]
Remotelnteractive
@ [1]

Other @ [1]

Secure score
Domain: contoso.org
0OS: Windows10 64-bit (Build 17133)

Machine IP addresses »

Threat analytics

2

Machines list

A contoso\emma.battle

& Alerts queue

© Automated investigations Alerts related to this machine
Last
activity
!

8 Advanced hunting

@ Service health

Suspicious Remote WMI Execution detected on sourc
e machine _
Lateral Movement

1
i‘}? Settings

Machine timeline

Value Information level Event type

v All ~ Al

Jul 2018 Aug 2018 Sep 2018

contoso\emma.bat..

v @ ¢ Search..
e e
Severity

SecOps@WDATPContosoV1...

' Machine reporting

First seen: 9 months ago
Last seen: 3 minutes ago

Successfull
Medium New y Remedia Not assigned
ted 7
User account
~ All v

Oct 2018

2018.12.10 1 02:38

Nov 2018



e @ https.//securitycenter.windows.com/_machine/bbe89079e76f1de3d965a03b955ca3202ec8e2b6

@ Machine - Windows Defend...

Dashboards

Security operations
Secure score

Threat analytics
Ll Machines list
& Alerts queue
@ Automated investigations

8 Advanced hunting

@ Service health

1
i‘}? Settings

L

Windows Defender Security Center

Date

10.12.2018

02:38:48

02:38:48

02:33:39

02:31:24

01:38:48

01:38:48

01:35:24

01:33:39

01:27:24

01:27:24

01:08:24

00:55:24

00:49:32

00:38:48

Machine Search (File, IP, URL, Machine, User)

2 Machines > 2 emmab-laptop

Event

pmfexe.exe opened process handle of:  Isass.exe

pmfexe.exe opened process handle of:  Isass.exe

MonitoringHost.exe ran Powershell command Script_85fc5c2e44a14
46eb3924d20f7de585ac

% cscriptexe loaded module  user32.dll

pmfexe.exe opened process handle of:  Isass.exe

pmfexe.exe opened process handle of:  Isass.exe

%y conhost.exe loaded module imm32.dll

MonitoringHost.exe ran Powershell command Script_8ecbec6430434
cb494c148bcefech917

% cscript.exe loaded module  msxml6.dll

% cscript.exe loaded module  crypt32.dll

% cscriptexe loaded module  combase.dll

% cscript.exe loaded module  widp.dll

%  SenseCncProxy.exe loaded module  winhttp.dll

pmfexe.exe opened process handle of:  Isass.exe

v @ ¢ Search..

Details

fo MonitoringHost.exe > pmfexe.exe > Is

ass.exe

#¢ MonitoringHost.exe > pmfexe.exe > Is

ass.exe

svchost.exe > MonitoringHost.exe > Sc
ript_85fc5c2e44a1446eb924d20f7de585ac

f¢ MonitoringHost.exe > cscriptexe > us
er32.dll

fo MonitoringHost.exe > pmfexe.exe > Is
ass.exe
fo MonitoringHost.exe > pmfexe.exe > Is

ass.exe

o cscript.exe > conhost.exe > imm32.dll

svchost.exe > MonitoringHost.exe > Sc
ript_8ecbec6430434cb494c148bcefech917

§¢ MonitoringHost.exe > cscriptexe > ms
xml6.dll

fo MonitoringHost.exe > cscript.exe > cry
pt32.dil

o MonitoringHost.exe > cscriptexe > co
mbase.dll

o MonitoringHost.exe > cscript.exe > wl
dp.dll

fo MsSense.exe > SenseCncProxy.exe > w
inhttp.dll

#¢ MonitoringHost.exe > pmfexe.exe > Is

ass.exe

system

system

system

system

system

system

system

system

system

system

system

system

system

system

® ® ® 6 6 66 6 6 60 6 6 6 O O



e @ https.//securitycenter.windows.com/_machine/bbe89079e76f1de3d965a03b955ca3202ec8e2b6

@ Machine - Windows Defend...

L

Windows Defender Security Center Machine

Search (File, IP, URL, Machine, User)

2 Machines > 2 emmab-laptop

Dashboards R Logged on users

2,

emmab-laptop

Security operations ]
Actions ~/

Interactive @ [0]
Remotelnteractive
@ [1]

Other @ [1]

Secure score
Domain: contoso.org
0OS: Windows10 64-bit (Build 17133)

Machine IP addresses »

Threat analytics

2

Machines list

A contoso\emma.battle

& Alerts queue

© Automated investigations Alerts related to this machine
Last
activity
!

8 Advanced hunting

@ Service health

Suspicious Remote WMI Execution detected on sourc
e machine _
Lateral Movement

1
i‘}? Settings

Machine timeline

Value Information level Event type

~ All v All

Jul 2018 Aug 2018 Sep 2018

contoso\emma.bat..

v @ ¢ Search..
e e
Severity

i) ? © SecOps@WDATPContosoV1... .
<>

' Machine reporting

First seen: 9 months ago
Last seen: 3 minutes ago

Successfull
Medium New y Remedia Not assigned
ted 7
User account
~ All v

Oct 2018

2018.12.10 1 02:38

Nov 2018 Today



e @ https://securitycenter.windows.com/alert/736573259975509077_- 580575000 v @ ¢ Search.. O~ < @

@ Alert - Windows Defender A... |7

Windows Defender Security Center Machine Search (File, IP, URL, Machine, User) _ SecOps@WDATPContosoV1...

# Alerts > # Suspicious Remote WMI Execution detected on sour...

L. X Automated investigation A
Suspicious Remote WMI Execution Q@ remediated allidentified threats |~ Alert context Status
detected on source machine (5)0
| This alert is part of incident ()
. b-lapt :
Actions ~v/ B emmab-laptop State New
& L contoso\emma.battle Classification: Not set
Severity: Medium
Category: Lateral Movement First activity: 15.09.2018 | 12:55:41 Assigned to:  Not assigned
@ Detection source: EDR Last activity: 15.09.2018 | 12:55:41
&
Description Recommended actions
WMI can be used by attackers to execute commands on remote machines and eventually take control of 1. Find the propagation entry point - check which users were logged on to this machine and which other
it. This allows attackers to gather information about the internal network, access additional resources, machines they were observed on to find additional compromised machines
steal credentials and elevate their permissions in order to reach their desired assets. 2. Gather information - analyze the executed process and if possible block it from running on any

machines in the organization.
3. Analyze logs - analyze all logs from this machine to fully understand what commands were executed,

Show more

Alert process tree

= Elré; System

\
B - {\% smss.exe

B - EE’% smss.exe

IZJJ —Ezé; winlogon.exe Q

| Vv
El- @ userinit.exe




v & Search..

ee @ https://securitycenter.windows.com/alert/736573259975509077_-580575000

@ Alert - Windows Defender A... |7

Q)

MW © N [

Windows Defender Security Center

Machine

Search (File, IP, URL, Machine, User)

# Alerts > # Suspicious Remote WMI Execution detected on sour...

= ié; System

\
- EE’% smss.exe

=- Erf% smss.exe

B - 5303 winlogon.exe

|
- €:<:); chrome.exe

|
= - @ cmd.exe
|

= - €:€3 WmiExec.exe

@ |—MIC.exe

This alert is also related to 1 process creation event not displayed here.

Last event time is 15.09.2018 | 12:55:41.
Click here to see all related events in the machine timeline.

SecOps@WDATPContosoV1...

A {é; WMIC.exe

Execution details N

Execution time:  15.09.2018 | 12:55:40

\ Path: C\Windows\SysWOW64
B - 526:3 userinit.exe \wbem
é _ 5:"@ explorer.exe User: Q CONTOSO\Emma.Battle
Access

privileges (UAC): Restricted
Integrity level:  Medium
Process ID: 5460

Command line:

"WMIC.exe" /node:"SummerB-PC"
process call create
"c:\windows\system32\rundl132.exe
C:\\windows\\Service.dll M10"

File details N
Incident graph SHAT: [ c902cef254ed2423bc2i | Iy
SHA256: | c4639422cf50ee039dc(| [y
MD5: | 08bae6a2086¢7¢99397 | [y
Signer: INVALID: Microsoft
Windows
Issuer: INVALID: Microsoft

Development PCA 2014

Detections N



e @ https://securitycenter.windows.com/alert/736573259975509077_- 580575000 v @ ¢ Search.. o~ S @

@ Alert - Windows Defender A...

L

Windows Defender Security Center Machine Search (File, IP, URL, Machine, User) _ SecOps@WDATPContosoV1...

# Alerts > # Suspicious Remote WMI Execution detected on sour...
@ L{% WMIC.exe ~

Q)

This alert is also related to 1 process creation event not displayed here.
Last event time is 15.09.2018 | 12:55:41.
Click here to see all related events in the machine timeline.

Incident graph

MW © N [

. L1 summerb-pc
B D © © LD service.dll

emmab-laptop C:\Windows

Artifact timeline



ee & https://securitycenter.windows.com/alert/736573259975509077_-580575000

@ Alert - Windows Defender A... |7

Windows Defender Security Center Machine

v & Search..

Search (File, IP, URL, Machine, User)

Automated
investigation

@ remediated all
identified thre
[0)

Q)

Suspicious Remote WMI
& Execution detected on

source machine
This alert is part of incident ()

Actions v/
Severity: Medium
Category: Lateral Movement

Detection source: EDR

MW © N [

3

Description

é(}; WMI can be used by attackers to execute commands on remote machines and
eventually take control of it. This allows attackers to gather information about
the internal network, access additional resources, steal credentials and elevate
their permissions in order to reach their desired assets.

# Alerts > # Suspicious Remote WMI Execution detected on sour...

Alert context Status

B emmab-laptop State: New

Q contoso\emma.battle Classification: Not set

First activity: 15.09.2018 | 12:55:41
Last activity: 15.09.2018 | 12:55:41

Assigned to:  Not assigned

Recommended actions

1. Find the propagation entry point - check which users were logged on to
this machine and which other machines they were observed on to find
additional compromised machines

2. Gather information - analyze the executed process and if possible block it
from running on any machines in the organization.

Show more

Alert process tree

= E:é; System

\
B - {\% smss.exe

B - EE’% smss.exe

B - Ezé; winlogon.exe
|
https://securitycenter.windows.com/investigation/5 Lrinit.exe

{é; WMIC.exe

Execution details N

Execution time:  15.09.2018 | 12:55:40

Path: C\Windows\SysWOW64
\whem

User: Q CONTOSO\Emma.Battle

Access

privileges (UAC): Restricted
Integrity level:  Medium
Process ID: 5460

Command line:

"WMIC.exe" /node:"SummerB-PC"
process call create
"c:\windows\system32\rundl132.exe
C:\\windows\\Service.dll M10"

File details N

SHAT: [ c902cef254ed2423bc2i | Iy

SHA256: | c4639422cf50ee039dc(| [y

MD5: | 08bae6a2086¢7¢99397 | [y

Signer: INVALID: Microsoft
Windows

Issuer: INVALID: Microsoft

Development PCA 2014

Detections N



e @ https://securitycenter.windows.com/investigation/5/graph v @ ¢ Search.. PO~ 0y (€

2 Windows Defender ATP - Wi... |7

Windows Defender Security Center Machine Search (File, IP, URL, Machine, User) _ SecOps@WDATPContosoV1...

% Alerts > # Suspicious Remote W... > @ Suspicious Remote WMI Execution

Started

v) Suspicious Remote WMI Execution sep 15, 20

Y . . 18, 2:33:1
Investigation #5 is complete - Remediated

9PM o N

Ended

Sep 11 20 complete
18, 3:35:5
0PM

Q)

Total
pending
time:
44:17m

MW © N [

[;-] Comments (2)

Investigation details

Investigation graph  Alerts (2) Machines (2) Key findings (6) En'.OSk) Log (72) Pending actions history (3)

Status
) Remediated
. - Alert received
Malicious entities found were succe &
Suspicious Remote WMI Execution

ssfully remediated.
Machines (2)

Alert severity @
Medium 5 sumMERB-PC + 1 correlated alert
a
EMMAB-LAPTOP
Category - 0

Lotz [evemei: Entities analyzed (7055)

Detection source 4928 Files -
EDR 3 Remediated r‘\

185 Processes
2 Remediated

Threat found

6 threats found

E‘ 514 Services Waited for 44:17 Minutes

Q0 =19 Mrvere A5 Waited for action annroval (42:49 Minutec)



e e https://securitycenter.windows.com/investigation/5/entities v @ & Search.. ,O - i:: &
2 Windows Defender ATP - Wi... |7

Windows Defender Security Center Machine Search (File, IP, URL, Machine, User) _ SecOps@WDATPContosoV1...

% Alerts > # Suspicious Remote W... > @ Suspicious Remote WMI Execution

Started

v) Suspicious Remote WMI Execution sep 15, 20

Investigation #5 is complete - Remediated 18, 2:33:1
g p 9 PM N

Ended

Sep 11 20 complete
18, 3:35:5
0PM

Q)

Total
pending
time:
44:17m

MW © N [

[;-] Comments (2)

Investigation details Investigation graph  Alerts (2) Machines (2) Key findings (6) Entities (7.05k) Log (72) Pending actions history (3)
Status
) Remediated

Malicious entities found were succe D 928) Entity type Analyzed Malicious Remediated Suspicious Clean Unknown Unremediated

ssfully remediated.

All All investigated entities (7,055)

Files 4928 3 94
Alert severity @ Processes (185)
Medium Processes 185 2 18
Category B Services (514)
Services 514
Lateral Movement
%9 Drivers (742) Drivers 742 6
Detection source
EDR (@) IP Addresses (18) IP Addresses 18 1 15

% Persistence Methods (668) Persistence Methods 668 52



e @ https://securitycenter.windows.com/investigation/5/entities?entity_type=1 v @ ¢ Search.. PO~ 0y (€
2 Windows Defender ATP - Wi... |7

Windows Defender Security Center Machine Search (File, IP, URL, Machine, User) _ SecOps@WDATPContosoV1...

% Alerts > # Suspicious Remote W... > @ Suspicious Remote WMI Execution

Started

v) Suspicious Remote WMI Execution Sep 15, 20

Investigation #5 is complete - Remediated 18, 2:33:1
d P 9PM 7 N\

Ended

Sep 11 20 complete
18, 3:35:5
0PM

Q)

Total
pending
time:
44:17m

MW © N [

[;-] Comments (2)

Investigation details Investigation graph  Alerts (2) Machines (2) Key findings (6) Entities (7.05k) Log (72) Pending actions history (3)

Status
) Remediated

All fE Customize columns » 30 items per page 1-30 of 4927 > Y

Malicious entities found were succe Files (4,928) Files (4,928) .
ssfully remediated. D Fi |terS
Alert severity @ Processes (185) Verdict File Path Verdict A
Medi .
edum lRemedlated c\windows\service.dll A

Category B Services (514) - .
Lateral Movement Iated c\tools\wmiexec.exe 0 o
%’ Drivers (742)
Detection source I Remediated c\users\emma.battle\appdata\local\temp\service.dll N 3
EDR (@) 1P Addresses (18)
Clean c\windows\system32\msiexec.exe File Path ~
#9 Persistence Methods (668)
Clean c\windows\syswow64\perfhost.exe v
[] 4 v



e e https://securitycenter.windows.com/investigation/5/entities?entity_type=1

2 Windows Defender ATP - Wi... |7

Windows Defender Security Center

Q)

# Alerts > # Suspicious Remote W...

Machine

Search (File, IP, URL, Machine, User)

> @ Suspicious Remote WMI Execution

v) Suspicious Remote WMI Execution

Investigation #5 is complete - Remediated

MW © N [

Investigation details

Status
) Remediated

Malicious entities found were succe

ssfully remediated.

Alert severity
Medium

Category

Lateral Movement

Detection source
EDR

Investigation graph  Alerts (2)

@ O

&

(ce))

Files (4,928)

Processes (185)

Services (514)

Drivers (742)

IP Addresses (18)

Persistence Methods (668)

Machines (2) Key findings (6) Ent

Files (4,928)

Verdict

LY J B Remealdieqd
IRemediated

Clean

Clean

Clean

v @ ¢ Search..

wmiexec.exe
File

=7 page

Summary Related Entities (2)

File details

Verdict

Machine

File Path

File Type

File Size
Created Date
Directory

Endpoint
Operating System

Hashes

Worldwide
prevalence

Prevalence in
organization

Virus Total

Report

Remediated

£ EMMAB-LAPTOP
c\tools\wmiexec.exe
application/x-msdownload
6144

9/15/18, 12:36 PM

c:\tools

Windows10

@ Show Hashes

1

0/0

Dynamic Analysis



e @ https://securitycenter.windows.com/file/5c8afbdf3102bff6e5ed867d90ad6056b225eb86/2018-12-10T14:59:59.000Z v @ ¢ Search.. O~ < @

2 File - Windows Defender ATP |7

Windows Defender Security Center Machine Search (File, IP, URL, Machine, User) _ SecOps@WDATPContosoV1...

# Alerts > # Suspicious Remote W... > @ Suspicious Remote W... > [0 File

SHA256: d84a754ba151e88bfbb527ec30156fada836f4e4967bb8d4230534e6d38636%e
MD5: 3a2822f3f893bbb43778fc35f041b68a

Signer: unsigned Windows Defender AV: First seen: 9 months ago
Issuer: unsigned

File worldwide A
Malware detection Prevalence worldwide
= File
File not found in VirusTotal
ﬁ Actions v/
SHA1: 5¢c8afbdf3102bffee5ed867d90ad6056b225¢b86 1
&

No detections found Last seen: 14 hours ago

Deep analysis

Deep analysis request

E‘p Deep analysis summary (latest available result: 14 hours ago)

Behaviors

N Communication

v A system file communicates with an external IP address

-\ Environment Awareness
/' Checks File Explorer properties

v Checks Fusion Log (Assembly Binding Log Viewer) properties

~ Installation and persistency

v Creates a non-PE file under Users folder

/\ Interaction With System Processes

v Injects into svchost.exe's memory (@
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Microsoft Intelligent Security Graph= O 2% A{
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Secure Score

Microsoft Secure Score

Your Secure Score Summary

705

Of 1,188

a
OFFICE 365

219

OF 388

For more information about your Secure
Score go to: Score Analyzer

Apr 16, 2018 5:00 PM

=
WINDOWS

486

OF 800

For more information about your
Windows Secure Score, go to Windows
Defender Security Center
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Built-in, not Bolt on
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Built-in, not Bolt on

Microsoft Edge

Windows Defender System Guard

Windows Defender Application Guard

Windows Defender Exploit Guard

Windows Defender Antivirus

Windows Defender Application Control

Smart Screen

Windows 7 Windows 10

Windows Hello for Business*

Windows Defender
Credential Guard

Win

Windows Information Protection

BitLocker

BitLocker to Go

ows 10

Windows Defender Advanced
Threat Protection

Windows Defender
Security Center
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Security Providers @ == A ﬂ (&

Azure ATP Azure AD IE:Ientity Windows Azure Security Office 365 ATP Cloud Application Azure Information Intune e
Protection Defender ATP Center Security Protection Partners

Other Microsoft Graph Services

Microsoft Graph Security API Office 365 | Intune | Active Directory | More...

Data and Actions Security Profiles

Host | User | File | App | IP Configurations

v B = H : : : : :
Insights and relationships

Authentication &

Authorization OAuth 2.0 and OpenlID Connect 1.0

A4 i - o . ﬁ
Supported SDKs and A @ g ph, 1] 10OS
Sample Code -NET @ - = | =aiLs =

ASP.NET MVC Xamarin UwPp JavaScript Angular PHP Android ios Ruby Python
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® Windows Defender Antivirus
Windows Hello
Microsoft Edge
Device Guard
Credential Guard
BitLocker
SmartScreen
Windows as a service
In-place upgrades
Continuum

Cortana

Windows 10 core

O

©)

0
1 O
A H

Mobile Device Management
AAD Join

Windows Store for Business
Windows Update for Business
Mail, Calendar, Photos, Maps, Groove, Skype
Windows Defender Antivirus
Windows Hello

Microsoft Edge

Device Guard

Credential Guard

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core

o
2%

®

N

i

==
[

Windows Information Protection
Windows Hello for Business
Windows Analytics Upgrade Readiness
App-V, UE-V

Hybrid Azure Active Directory Join
Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business
Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype
Windows Defender Antivirus
Windows Hello

Microsoft Edge

Device Guard

Credential Guard

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core
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Windows Autopilot

Windows Defender ATP

Windows Defender Security Center
Express update delivery

Hyper-V

Windows 10 Subscription Activation
Windows Insider Program for Business
Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection
Windows Hello for Business
Windows Analytics Upgrade Readiness
App-V, UE-V

Hybrid Azure Active Directory Join
Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business
Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype
Windows Defender Antivirus
Windows Hello

Microsoft Edge

Device Guard

Credential Guard

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core

1703

O
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d, Application Guard, Application Control
Mobile Device Management
Windows Analytics Update Compliance
Windows Analytics Device Health
Co-management
Enterprise search in Windows
Continue on PC
OneDrive Files On-Demand
Narrator
() Mixed Reality Viewer

u Windows Autopilot
Windows Defender ATP
Windows Defender Security Center
Express update delivery
Hyper-V
Windows 10 Subscription Activation
Windows Insider Program for Business
Paint 3D
Cortana at work
Night light, mini view
Windows Information Protection
Windows Hello for Business
Windows Analytics Upgrade Readiness
App-V, UE-V
Hybrid Azure Active Directory Join
Windows Ink
Mobile Device Management
AAD Join
Windows Store for Business
Windows Update for Business
Mail, Calendar, Photos, Maps, Groove, Skype
Windows Defender Antivirus
Windows Hello
Microsoft Edge
Device Guard
Credential Guard
BitLocker
SmartScreen
Windows as a service
In-place upgrades
Continuum
Cortana
Windows 10 core

1709 1803

® \Windows Defender Exploit Guard, System Guar(")

Windows Analytics — Spectre & Meltdown, Deliv
ery Optimization, Application Reliability Logon
Health

WDATP Automated Remediation
Conditional Access based on WDATP device risk
Threat Analytics

Emergency Outbreak Updates

Advanced hunting

Cloud Credential Guard

Diagnostic data viewer

Windows Autopilot enrollment status page
Windows 10 Enterprise in S mode

Shared Windows Devices

Nearby Sharing

Dictation

Timeline

Windows Defender Exploit Guard, System Guard,
Application Guard, Application Control
Mobile Device Management

Windows Analytics Update Compliance
Windows Analytics Device Health
Co-management

Enterprise search in Windows

Continue on PC

OneDrive Files On-Demand

Narrator

Mixed Reality Viewer

Windows Autopilot

Windows Defender ATP

Windows Defender Security Center

Express update delivery

Hyper-V

Windows 10 Subscription Activation
Windows Insider Program for Business

Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection

Windows Hello for Business

Windows Analytics Upgrade Readiness
App-V, UE-V

Hybrid Azure Active Directory Join

Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business

Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype
Windows Defender Antivirus

Windows Hello

Microsoft Edge

Device Guard

Credential Guard

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core
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Source: “The Total Economic Impact™ Of Windows 10
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