


“우리는사이버보안연구개발에 $1B이
넘는금액을투자할겁니다. 이금액은
관련업체의인수합병비용은포함되지
않았습니다.” 

Bharat Shah, Microsoft 보안부문부사장

Source: Zero Day Auction for the Masses

마이크로소프트는보안회사입니다.

https://www.trustwave.com/Resources/SpiderLabs-Blog/Zero-Day-Auction-for-the-Masses/


클라우드기업으로의전환



Modern Workplace
(모던워크플레이스)



파워포인트디자인의품질을한번의클릭으로올려줍니다. AI비서가알아서중요한메일과중요하지않은메일을구분해줍니다.

하나의문서에여러명이동시에접근하여동시편집을가능하게해줌으로써, 시간을
절감해드립니다.

언제어디서화상회의를하더라도, 민감한정보를AI가자동으로차단



그런데보안은…?



디지털트랜스포메이션으로인한
경계의확장
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Office 365



Office 365

OS

Windows Defender System Guard

Windows Defender Application Guard

Windows Defender Exploit Guard

Windows Defender Anti-virus

Windows Defender Application Control

SmartScreen

Hello for Business

Windows Defender Credential Guard

Windows Information Protection

Bitlocker

Windows Defender ATP

Windows Defender System Center

Windows 10 Enterprise Mobility 
+ Security





처리가능한보안경고: 10개/일/전문가

*The Microsoft Intelligent Security Graph data

매월 50억개의새로운위협* 긍정오류를범하기쉬움

축하합니다.
임신하셨습니다.

여전히완벽하지못한보안도입하는보안솔루션이너무많음회사내만집중보호



70%
10개중 7개의
기업은 endpoint에
대해서위협을
느끼고있습니다.²

75
한기업당
사용하는보안
솔루션갯수¹

56%
하루에 IT 
관리자가
처리할수있는
평균경고
비율³

보안은변화해야합니다.





매월 50억개의위협차단 매월 4천억개의이메일패턴분석 매월 4,500억개인증처리

매월 12억대의디바이스업데이트 매월 180억이상의페이지검사 3,500명이상의보안전문가

































• Windows 10, Windows Defender ATP (Advanced Threat Protection)도입

• 침해위협및대응에걸렸던시간을 수일에서 수시간이내로 줄임

• 수동적인보안대응에서AI 기반의능동적대응으로전환







Device Health

Group Membership

Platform

Location
*************

Risk
한국에서로그인을하고, 바로
1분후에미국에서로그인을
하는경우보안위협점수를
높임





A 보안
솔루션

B 보안
솔루션

C 보안
솔루션

추가보안솔루션구매

늦어지는업데이트.이로인한보안위협증가

수많은보안솔루션

새로운보안공격에대한취약



추가보안솔루션의구축불필요

클라우드기반의업데이트

신경써야할범위를상당줄임

새로운보안플랫폼

A 보안
솔루션

B 보안
솔루션

C 보안
솔루션



Windows 7 Windows 10



보안관리침해 방지인증및접근보호 정보보호







시간차를두고
위협으로부터보호

출시간격이길수록
보호받지못하는영역확대

제품출시 위협이정교화되는구간

시간

공
격
의

가
능
성

보호하지못하는
영역



단순화된배포

향상된생산성

향상된보안

매년 2회* (3월, 9월)

항상최신업데이트

Agile 
update cycle

제품업데이트

제품업데이트

제품업데이트

*For the supported lifetime of the device.



Windows Autopilot

Windows Defender ATP

Windows Defender Security Center

Express update delivery

Hyper-V

Windows 10 Subscription Activation

Windows Insider Program for Business

Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection

Windows Hello for Business

Windows Analytics Upgrade Readiness

App-V, UE-V

Hybrid Azure Active Directory Join

Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business

Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype

Windows Defender Antivirus

Windows Hello

Microsoft Edge

Device Guard

Credential Guard 

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core

Windows 10은계속새로운기능을
제공하고있습니다

Windows Information Protection

Windows Hello for Business

Windows Analytics Upgrade Readiness

App-V, UE-V

Hybrid Azure Active Directory Join

Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business

Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype

Windows Defender Antivirus

Windows Hello

Microsoft Edge

Device Guard

Credential Guard 

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core

+

+

+

Windows Defender Exploit Guard, System Guard, 

Application Guard, Application Control

Mobile Device Management

Windows Analytics Update Compliance

Windows Analytics Device Health

Co-management

Enterprise search in Windows

Continue on PC

OneDrive Files On-Demand

Narrator

Mixed Reality Viewer

Windows Autopilot

Windows Defender ATP

Windows Defender Security Center

Express update delivery

Hyper-V

Windows 10 Subscription Activation

Windows Insider Program for Business

Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection

Windows Hello for Business

Windows Analytics Upgrade Readiness

App-V, UE-V

Hybrid Azure Active Directory Join

Windows Ink

Mobile Device Management

AAD Join

Windows Store for Business

Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype

Windows Defender Antivirus

Windows Hello

Microsoft Edge

Device Guard

Credential Guard 

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core

+

Windows Analytics – Spectre & Meltdown, Deliv

ery Optimization, Application Reliability Logon 

Health

WDATP Automated Remediation

Conditional Access based on WDATP device risk

Threat Analytics

Emergency Outbreak Updates

Advanced hunting

Cloud Credential Guard

Diagnostic data viewer

Windows Autopilot enrollment status page

Windows 10 Enterprise in S mode

Shared Windows Devices

Nearby Sharing

Dictation

Timeline

1709

Mobile Device Management

AAD Join

Windows Store for Business

Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype

Windows Defender Antivirus

Windows Hello

Microsoft Edge

Device Guard

Credential Guard 

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core 

18031607 1703

Windows Defender Exploit Guard, System Guar

d, Application Guard, Application Control

Mobile Device Management

Windows Analytics Update Compliance

Windows Analytics Device Health

Co-management

Enterprise search in Windows

Continue on PC

OneDrive Files On-Demand

Narrator

Mixed Reality Viewer

Windows Autopilot

Windows Defender ATP

Windows Defender Security Center

Express update delivery

Hyper-V

Windows 10 Subscription Activation

Windows Insider Program for Business

Paint 3D

Cortana at work

Night light, mini view

Windows Information Protection

Windows Hello for Business

Windows Analytics Upgrade Readiness

App-V, UE-V

Hybrid Azure Active Directory Join

Windows Ink

1507

+

1511

Windows Defender Antivirus

Windows Hello

Microsoft Edge

Device Guard

Credential Guard 

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core 

Windows Defender Antivirus

Windows Hello

Microsoft Edge

Device Guard

Credential Guard

BitLocker

SmartScreen

Windows as a service

In-place upgrades

Continuum

Cortana

Windows 10 core 

Mobile Device Management

AAD Join

Windows Store for Business

Windows Update for Business

Mail, Calendar, Photos, Maps, Groove, Skype



Source: “The Total Economic Impact™ Of Windows 10

Forrester는 Windows 10를사용하는
고객사와의인터뷰를통해하나의가상의
복합조직을만들어, Windows 10을사용함에
따른도입효과를산정하였습니다.

안전한Windows 10 도입에따른경제적효과

“ 14개월
투자회수기간

33% 

Windows 10 사용시
보안문제감소효과

233%
ROI








