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1. What is Akamai 3:6-9 Solution?
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1. What is Akamai 3:6-9 Solution?

MH|A Sy
Service Expansion

HOot 43}

Security Enhancement

* Managed Service
* Premium Service&Support

* Monitoring Service

- WAF(Web Application Firewall)
* Web Application Protector

* Kona DDoS Defender

- Kona Site Defender

* Fast DNS

- ETP

<gaBHY 7H5>

* Dynamic Site Accelerator

* Mobile Accelerator(ION)

- Load Testing(Cloudtest)

- Site Performancemanagement(mPulse)

- IP Application Accelerator

<O[ O x| =X 2}>

* Image Manager

<DNS&E 2= >

- Application Load Balancer
- Global Traffic Management
- Fast DNS Cloud Innovator
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2. What is Business Challenge?
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2. What is Business Challenge?
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Akamai Zero Trust
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Akamai Zero Trust

Akamai Intelligent Platform to secure all enterprise apps & users.

R B |m|

. AF2X} 201 9l O{Z2|H0]M HAKIOf (AuthN/Authz) i = | O
- ZFE/WE Q1S5S S Single Sign On | %
. o[BI 0|ML M5 L 2O B L L\l

. SFALEL 93 uhof m)( |

. 1ol B O|Ef ZAb X

llllllllllllll

MEGAZONE



Akamai Zero Trust

IAAS o

Cloud Innovator

MEGAZONE



Enterprise Application Access
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Enterprise Threat Protector

19
10
A
ro
ngE Jjo
A
10
H1
==
ro
2
.
rot

S
Malware EE= L2 SHOZ o= AIO|EE 2 ABGHE=
x

N

0
u
ue
i
A
19
0%
|_|-|
égJ
ro
2
0
rot
0]
ozt
I
rir
>
=)
|m
o
10

FIAHO0[ Labd UA Al

OF

A& Xtet 7tser ¥ o &2 0]
HS

ZT2EZE QAKX S HTTP A L|E Command
Injections 4, EZ0| #= 0 8! OfRHRE HHZE =1t
ol 02| el = #d st S8 =F o]
HiolH Ho ZAalM K&

r

= o2 HEO

dIE S0 FE= 2 TK|e

= MK

AdIE SO QsiA HHE HX[e| 7|E HZO| oM Ol
S 2| Xt2| CnC(Command and Control) QIZ2}2 HAAL| =
AS KLk

DNS 7|dt G|O|E| F== "X
* QAXt7t DNS ZR2EZS ARSI Rt 7|
S S WX

A= O

Cloud Innovato

MEGAZONE



M Cloud Innovator
MEGAZONE

Enterprise Application
(RHMICH B E 25 &5 4)

Copyright 2019 © MEGAZONE CORP. ALL RIGHT RESERVED



Remote Access2| 11 2{A}gt

SSL VPN

IP Ses VPN DElE

Center
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CITRIX Cloud)
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EAA(Enterprise Application Access)

QX F= (SFDC, QIIA365S.)
| Clage

St

() zo=o0=

=
AR E5

GIOIE] HIE] %

AL & oiZ2i3i014

(Sharepoint &..)

= APPs
D x Windows / Linux At

(RDP / SSH)




VPN tunnel &=
2ol EciEo Z
£l

2t LY
QE0| 74 IP A AMH|A Port2E 4E 542

End Userdj 31 =l APP Oﬂ':'._ HEE2 58, 2o 9 X|azt
Browser & &%t HTTP/S Bt2 AIE22 2 End UserZ Qlot E Ot
0| LH& *‘|H|A01| Mot &= Z

~ rir
pa
fjo
0%
Ral

QEZ /M MH|A Port 7
M 2 &

Internal Network

LI

Internal Network

_———a

—
T~ )

(/

Cloud Inn

MEGAZDNE



Connection
From Connecto
r to Application

Connector®|A] Ot7}0t0| EAA
EdgeZ A& (TLS)

Enterprise Application Apps

Access

Enterprise
Connector
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|dP (IDaaS)
(e.g. Okta,
Onelogin)
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Enterprise
EAA Edge Connector

EAA Edge Ol A AtEX} @15 will authenticate the user
SE=ARIE 7|5 A&
Cts o5 24 X & & CrYst 215 X[ &

- SAML 2.0 Identity providers (IdP) X|-&

- NTLM, Kerberos, SAML, Header based Auth
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A& MH[E MF LHE
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« HTTP/S Enterprise Web Apps, such as
— SharePoint
- Jira
- Jenkins
— Oracle - JD Edwards
— Oracle - Business Intelligence

— Oracle - ERP

— SAP - Inbox

— SAP - Business Intelligence
« SSH, VNC

« Remote Desktop Access

Of Z2[A[0] 8 #X]
« On-Premise (Datacenter)

« Cloud Providers, such as AWS, Google Cloud, Microsoft
Azure, Rackspace

Cho3)

Connector

= (@)
PN E

Enterprise Active Directory
- NTLM v1 & v2 / Kerberos
SAML
- Okta, Ping, OnelLogin, other SAML 2.0 IdPs
Custom HTTP Headers
Basic and Forms-based Auth
2 Factor Authentication (Email, SMS, TOTP)

SPNEIPZ
VMware

Microsoft Hyper-V

Amazon AWS EC2/VPC
Microsoft Azure

Google GCE

IBM SoftLayer

Openstack or KVM
VirtualBox

Docker Container
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Dashboards ~
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Applications Connectors Identity ~ Clients ~ Reports ~ System ~ ﬂ -
v
ACTIVITY TOP APPLICATIONS

Active sessions e
incidents.akam.ai e

46077 o
zulip.akam.ai 15.49%
cuil~borate.akamai.com 10.82%

Unique users N
aoalogir .akamai.com =300

6575 ; :
ak>".aiocsp.akamai.com FaTee

Wed 2’6 Sep Tue Ol2 Oct Mon (;8 Oct Sun 14 Oct Sat 20 Ocx

ENTERPRISE THREAT MONITOR @&

(1]

=
Threat Breakdown - Last Hour @& Threat Trends @&
MALWIARE HOUOT 2 »
LOGIN FAILURES e o 2
rn c; 22 rs
L Breakdown by Threat Type @
o) Aerage Thrests Per Hour Trends

rALWARE L

25

AT DAl - 13 5 b

AT W 2 . e

Date Application Name Browser Usemame os P Location
Dec 7th 2016, 1547 (PST) ion-sandbox-sp.projectwikiwiki.com other anon-user other 165.254.48.163 New York, US
Dec 7th 2016, 1555 (PST) lon-sandbox-sp.projectwikiwiki.com other anon-user other 67.131.44.157 undefined, US

Wednesday, December 7th 2016, 4:28 pm
S87.131.44.156 ion-sandbox-sp.projectwikiwiki.com partner GET text/html 200 ion-sandbox-
sp.projectwikiwiki.conmvlists/ Team2620DiscussiorvVAlllems. . aspx windows-7 windows-7 -desktop gomeza

Wednesday, December 7th 2016, 4:28 pm
S7.131.44.156 ion-sandbox-sp.projectwikiwiki.com partner GET text/html 200 ion-sandbox-
sp.projectwikiwiki.comvlLists/ Team2620Discussiorn/Allllems.aspx windows-7 windows-7 -desktop gomeza
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Enterprise Threat Prote/c;é
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Data Center
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Akamai ETP Internet

ON-NET Cloud

Security Root DNS
Intelligence @ o
Ransomware Unacceptable

Branch
Content

e Recurswe TLD DNS
HQ www.badsite.com Server I a 7("3-0 A|-7(‘| Oﬂ Kpch
Mal Mallclous . O| XIS =] [u]] [e =S C
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DGA (Domain Generation Algorithm)
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Fast Flux Network
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DNS Query=S 0| &%t LIO|E R&

SAX7L dYE PCe| HIO|E|E FE5t7| ?I5H DNS Query= 0| 85t= 7|

- DNS Query 0 =3} =l H|O|HZ Hostname X & Compromised System
A e A

- Query LIE0| CAC MHZE HF &H EH2 == l
Zef Ll 5235t

kAIAAAAAAABhbHNICgAAAA==|badsite.com
kAIAAAAAAABhbHNICgAAAA==|badsite.com
kAIAAAAAAABhbHNICgAAAA==|badsite.com
kAIAAAAAAABhbHNICgAAAA==|badsite.com

- Ofef =0 Q0] H|S&X 2l DNS Query EciE EX|
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onitoring & Mana

((: Jim Black ¥ | 5 Messages | Alerts | ALL v Marketplace | Support | Community | OLUNA Control Center

ﬁ Enterprise Threat Protector Test Account MONITOR CONFIGURE PUBLISH RESOLVE PLAN

CONFIGURATION Q

4 DASHBOARD JUN 15, 2017 - JUN 16, 2017 Last 30 days

MONITORING

'I'
Dashboard

Events

THREAT EVENTS by criteria Total: 74,737 Time Period: MAY 16, 2017 — JUN 16, 2017

CATEGORY v LOCATION w DOMAIN R

INTELLIGENCE
M Canada Loca... 17.07K M conteudosed... 21.25K
I whitelist 33.43K
Il Germany Site 15.43 K M kaycolin.top. 8.33 K
Phishing 32.5K
- Bl mschmidt test  14.58 K Il mobilemail.a...  6.04K
CnC 8.34K
CATEGORY LOCATION B Employee Re... 82K DOMAIN B cednjtqdaryp...  5.62 K
I Blacklist 245
Roaming 7.68K OrmncmMxXswy. .. 5.61K
Other 184
AWS DC 6.71K kace1200.bo... 5.07K
B Malware 43
Others 5.07K Others 22.81K
Close Show Timeline Show Timeline

300

200

100

May 18 May 20 May 22 May 24 May 26 May 28 May 30 Jun1 Jun3 Juns Jun?7 Jun9 Jun 11 Jun 13 Jun 15
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« Email : sdj@mz.co.kr

 Tel : 010-2551-8418
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