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Trend Micro™ TippingPoint®

TREND MICRO

NSS LABS NEXT GENERATION INTRUSION PREVENTION  peencromt co

NEXT-GEN IPS

SYSTEM(NG IPS) GROUP TEST — 2018 nsa TREs 200

NGIPS GROUP TEST
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*  Trend Micro TippingPoint= 33 #=Z “Recommended” B 7}
o LC}ot =2HA 9| Network Throughput & ConnectionOf| Al 282 T2t
*  Only vendor to “PASS” Power Fail Open test

NSS LABS NGIPS GROUP TEST RESULTS

3-YEAR TCO (USS)
$§222.477

PRODUCT NSS-TESTED THROUGHPUT
31,566 Mbps

Trend Micro
TippingPoint 8400TX BTGNS REIEY Evasions Blocked Stability and Reliability
* v510.4965 | 97% 147147
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Why TippingPoint NGIPS?
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*From publicly available data at https://portal.msrc.microsoft.com/en-us/security-guidance/acknowledgments as of October 1, 2018
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Google Project Zero
340

Core Security

TippingPoint

Z

ZERO DAY
INITIATIVE

1,009
FortiGuard Labs
a2

Secunia Research

4 (+44% YoY)

Source: Frost & Sullivan. Analysis of the Global Public
Vulnerability Research Market 2017
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Why TippingPoint NGIPS?
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Why TippingPoint NGIPS?
AR Y TE (REHT 24)

v Html and Java script contents2 241510 modeling = SA X2t H|u/&AM510 EFX|
v HTMLHO| U= E 2Xt, spaces 42 O|8310 legitimate/illegitimate 2| modeling 44
v 7|Z&9| SignatureA|© 2 EIX|E|X| &£ Suspicious ¥ E2fE EX|0f] SOHH0|D QEE J|&

Feature Selection
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Why TippingPoint NGIPS?
: Hal2l'd EH (DGA)

v Domain Generation Algorithm : |4l Y0, HM0, Worm =it S0 28 &

v Malware0| ZgE - EOAM CRC MHO| ©52 A2 [ff, hard-code & IPLI =0 @l CH410] Domain Generation
AlgorithmOf| 2|8 - dx|= =0 2lS & K|

v Suspicious X €HA|X| EF2 4d =HQ KA = ApE

1
1 D wR 1 duf generate domain(year, month, day):
[\ SRS AT, =
l : l "N'Generet=s a domain name fGr the given date
1 T P——— sasce]| | dapasn = "
I 0 e - I
N satm——s e
| P s | for & in range={l&):
1 e e an 1 YeAT ((ysnz * yenz) 1) ((yons & JAFFEFrFEeD) 1)
1 e | month * ((month 4 * month) >> 25) 1€ * (month 4 OxFFIT?EFE)
> -
1 1 day ( (day (day ) ") ([Say ¢ OxFFYFIFPE) << 12)
i T T} domatn '+ chel{ (yeas * momth = day) § 25) 4
- " - " .
! ® © s g a ! return domain
1 i L T ¥ as 1
[ = B 9aw v ' C 1
3 4 L L D ’ 3w
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Why TippingPoint NGIPS?
: High-End IPS ‘2 A| (FPGA Processor)

v 2Rl 8 IPSEAN 7hE P8 Ml ME[A X |2 SAO 22 958 HE

NSS LABS NGIPS GROUP TEST RESULTS

IOM
#1 Product Exploit Block Rate’ :‘:rscu:;:\::eu‘: 3-Year TCO (USS)
6,280 Mbp 224
IOM ;r:gg‘:ltm TimpaPoms { Fulee Fronitives Lvasans Hlocked l Slatuhity and Rebabinty
A\ (157 PA

#2 0.0 4815 [ Caplots ftockad CAWS Live Caplots | Security Etecliveness
IOM

#3
IOM * Source : 2017 NSS Labs : NGIPS Group Test Results,

44 Security Value Map
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Why TippingPoint NGIPS?
; High—End IPS & A (Inspection Throughput 22 8 G &)

LA=90l IPS H/W Modeld A MH|A Down-Time $10| M2| Ezfm =%t
Er%@ HEAI Fzto] AHHOlA ZFO H=1/0 252 2SF0 = €A & HA

Flexible Inspection Throughput

v
v

License 3Gbps / 5Gbps / 10Gbps / 15Gbps / 20Gbps / 30Gbps / 40Gbps
Network Interface / Connectivity I/O Module (UTP, 1G SFP, 10G SFP+, 40G QSFP+)
Onboard SSL Inspection Capacity 2Gbps (2K keys SHA256) - Optional Lic.
Stackable Inspection Throughput Max. 120Gbps Inspection Throughput
Latency <40 microseconds
Concurrent Sessions 120,000,000
New Connections per Second 650,000
Form Factor 8200TX-1U, 8400TX-2U
Power Supply Dual/redundant hotswappable
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of)) MS12-027 F

Filter Specific Info

Fitter Name: X
Description: | ms12-027 X
CVE Id: xy
Bugtrag ld: Xy

Search Results (1)

State

Y]

Name

12232: HTTP: Microsoft Windows Commen Controls Buffer Overflow

Zero-Day Exploit B
(by 23 E, HHO, 3FHE..)
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Zero-Day Explo
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Vulnerability
(E2HH °FH)

ippingPoint NGIPS?

|HE L& ZE{(Signature(RegEx) + Vulnerability Filter)
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Competitors

v MS512.027 (35

(2:13801) FILEIDENTIFY ATF fe download regues”

(1413587) “TILE-I0ENTIFY Miomeoft Ofce Word file downlond request”

[3:18516) "FILEIDERTIFY Mexoaof Office Word fle dommiond regeest”

[1:2048¢) FILEIDENTIFY RTF fie magic detected”

(2:2079%) "FILE-CENTIFY Mioteoft Oficx Ward fim sttachment detected”

[3:20796) "FILE-IDENTIFY Microsoft Ofice Word fle attachment detected”

[2:22744) “TILEIDENTIFY RTF fe attachment detected”

(3:22747) "FILE-JDENTIFY ATF fo sttachent detected”

[5:24757) "FILE-GIFICE MSCOMCTL ActiveX control deserasbzation arbtrary cede execution ttempe”
[1:22798) FILE-OFFICE MSCONCTL ActinoeX control dessrsalzston arbetrery code sencution aiempt”
(1121799) “FILE-OFFICE MSCOMCTL ActweX control deseraalzaton arberary code execution attesnpt”
[1=Z1000) “FILE-OIFICE MSTOMCYL ActiveX cuntrdd desariskzaton arbtrary code execution sttesmpe”
|2:25801) "FILE-OFFICE MSCOMCTL ActweX combrol deseralaatuon ariftrary code eoecution attempt

(1:28056) ‘FILE-OIPICE Mcrosoft Windows common controle MSCOMCTL OO bufier overfow attempt”
[3:21897) "FILE-GFFICE Mcrosol Winduas commaon costrole RSTOMCTL. OCX bufer ovarSow atteemgt”
[125858) “FILE-OFFICE Morasoft Windows comman controls MSCOMCTLOCX buffer overfiow attempt”
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Why TippingPoint NGIPS?
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Authentication Source

Authentication Source: Use Local Authentication Edit...

Authentication Configuration

RADIUS Active Directory TACACS+ CAC ]

Active Directory Server Configuration

IP Address: =MNot Configured=
Enable S5L: @ Disabled

Current Ce

Port: %7" *—ﬁ— AIE ELIE‘I-"—'OI

=

Timeout (seconds}:
Admin Name:

User and Group Search Base:

% Hlof
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Why TippingPoint NGIPS?
: Trend Micro APT 3! STIX Suspicious Object A A £ E ot = Ll=}
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